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given = open("code/1.s0l", "r").read()

# TODO: <temp> focus on contract scope
_given = re.search(r"contract\s+[\s\S]+}", _given).g

roup(0)

en)
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# remove comments
_given = re.sub(r"//[\S ]+", "", _given)

# # remove library
# _given = re.sub(r"using\s+[\s\S]+?;", "", _given)

# all kinds of spaces to single space
_given = re.sub(r"\s+", " ", _given)

# tokenize

_given = (
_given
.replace("else if", "$elfs$")
.replace("if", "$if$")
.replace("else", "$els$")
.replace("require", "$req$")
.replace("assert", "$asrt$")
.replace("revert()", "$revxs")
.replace("revert", "$rev$")
# .replace("()", "")

pattern = r"\$\w+\S\s*\([\s\S]+?2\)\; | [N\ }] | \S\w+\$"
_given = "\n".join(re.findall(pattern, _given))
_given re.sub(r'"\$rev\$[\s\S]+?;", "S$revxs$;", _giv

print(_given)

# remove all except patterns
# 1.



_given = (_given

.replace("$req$", "\nrequire\n")

.replace("$asrt$", "\nassert\n")

.replace("$revs$", "\nrevert\n")

.replace("$revxs", "\nrevert\n()\n")
.replace("$if$", "\nif\n")
.replace("$elss$", "\nelse\n")
.replace("$elf3$", "\nelse if\n")
.replace("{", "\n{\n")
.replace("}", "}\n")

.replace(";", " ")

)

_given = _given.splitlines()
_given list(map(str.strip, _given))

stack = ConditionStack()
for line in _given:
if line !'= "":
# print(line)
stack_dump = stack.__str_ ()
stack.push(line.strip())
if stack_dump !'= stack.__str__():
print(stack)
pass

5. Lexer (Logic, LogicNode)
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HIAE 1: SH =l if-else2
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contract Test {

{
if (x > 0) {
if (y > 0) {
// do nothing
}
3
}
if (x > 0) {

revert(); // 4 #1 revert:(x > 0)
for (int i = 0; i < 10; i++) {
if (1 == 0) {
revert(); // 4 #2 revert:(#1 and (i

== 0))
} else if (1 == 1) {
assert(y > 0); // /4 #3 assert: ((#1
and ((1 == 1) and not(#2) and (y > 0))) and y > 0)

¥
3
X > 0;
if (y > 0) {

revert(); // 4 #4 revert:(y > 0)
} else if (z > 0) {
assert(k > 0); // /4 #5 assert:((z > 0) and
not(#4)) and k > 0)
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} else {
require(y > 0 or z > 0); // [4 #6 require:(n
ot(((z > 0) and not((y > 0)))) and y > 0 or z > 0)
3
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solidity "0.8.9;

t ComplexChecks {

or ValueTooLow(u 6 provided,
tructor(uint256 _initialvalue)
value = _initialvalue;

(uint256 _valu

_value > 0,
value = _value);
e(isEven( _value),

if (_value < 18) {
T ValueToolLow(

ven(uint2! value) internal pure returns
_value
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// SPDX-License-Identifier: MIT
pragma solidity 70.8.0;

contract ComplexChecks {
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uint256 public value;

// Custom error for revert
error ValueTooLow(uint256 provided, uint256 require
d);

constructor(uint256 _initialValue) {
value = _initialVvalue;

function setValue(uint256 _value) public {
// Using require to check a condition
require(_value > 0, "Value must be greater than
zero");

// Using assert to ensure an invariant
assert(value !'= _value);

// Using a function call within require
require(iskEven(_value), "Value must be even");

// Using revert with a custom error
if (_value < 10) {
revert ValueTooLow({provided: _value, requir
ed: 10});

}

revert();
revert("This is a revert without a custom erro

r);

value = _value;

function iskEven(uint256 _value) internal pure return
s (bool) {
return _value % 2 == 0;
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and not ({operation2})

# if (5 > 3)

# 5 <=3 o0or 2 >= 4

not(op1 or op2)

Zt A2 S+ RGIEE EHE
oI% top-leveldt revert St 1702 if AT IXO|| CHSHA TF HALE TIAH
rules:

- id: info-access-control
languages:
- solidity
severity: ERROR
message: $CONTRACT | $SIG | $METHOD | $COND
pattern-either:
- patterns:

- pattern-inside: contract $CONTRACT { ...

info-inline-access-control



- pattern-inside: function $SIG ( ... ) {
}
- pattern-not-inside: if ( ... ) {
}
- pattern-either:
- pattern-regex: |-
(?P<METHOD>assert)\s*\( (?P<COND>[\S ]
+?)\);
- pattern-regex: |-
(?<METHOD>require)\s*\ ( (?<COND>[\S\s]
+?2)[,\) 7]

- pattern-regex: |-
(?P<METHOD>revert)\s*\((?:[\S ]+?)\);
- patterns:
- pattern-inside: contract $CONTRACT { ...

}
- pattern-inside: function $SIG ( ... ) {
}
- pattern-inside: if ( ... ) { ... ... ... }
- pattern-regex: |-
1f\s+\ ((?<COND>[\S\s]+?)\)\s*\{[\s\S]+?\}
- pattern-regex: |-
(?P<METHOD>revert)\(
metadata:
category: maintainability
technology:
- solidity
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