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@app.-route(”/vuln™)
def wvuln():
param = request.args.get(“"param”, "")

return param

host3.dreamhack.games:17845/vuln?param= <script>alert(1) </script>
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2. /memo

@app.route(”/memo™)
def memo():
global memo_text

text = request.args.get("memo”, "")

"y "

memo_text += text + "\n

return r‘ender‘_‘templat"memo.html", memo=memo_text
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def read_url(url, cookie={"name": "name"”, "value": "value"}):
cookie.update({"domain™: "127.8.06.1"})
try:
service = Service(executable path="/chromedriver™)
options = webdriver.ChromeOptions()
for _in [
"headless",
"window-size=1920x1080",
"disable-gpu”,
"no-sandbox”,
"disable-dev-shm-usage”,
1:
‘ options.add_argument( )
driver = webdriver.Chrome(service=service, options=options)
driver.implicitly wait(3)
driver.set_page load timeout(3)
driver.get("http://127.0.0.1:8000/")
driver.add_cookie(cookie)
driver.get(url)
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@app.route(”/vuln™)
def vuln():
return render_template("vuln._.html™)

{% block content %}
div id='vuln’ div
script
var x=new URLSearchParams(location.search);
.. document.getElementById( 'vuln').innerHTML = x.get('param’ );

{% endblock %}
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